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Living in an environment that is 
complex, hectic, and changing

Topics to assist you and your family in today’s environment:
 Physical Security-Active Shooter guidelines
 Cyber Security-Keeping your computer safe
 Avoiding Scams
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Self-Reliance

 While violence may occur at any location, active shooter incidents are 
extremely rare. The first part of the presentation is designed to increase your 
awareness should the unthinkable happen anywhere.  Remember to always  
keep your options open.

 But there is more to security including: you, your home and business. 
 In the second part of the presentation you will receive information to assist in 

keeping you, your family, and information secure.
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Shooting incidents
277 Incidents YR’s 2000 – 2018 
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Perpetrators
 Individuals, pairs or groups
 Man or woman, sometimes both together
 Strangers and coworkers
 Managers
 Employees

A Majority of attackers were familiar with the 
surroundings!!

Each Shooter is looking for an opportunity!
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Your Response

 Run
 Hide 
 Fight
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YOUR MISSION: STAY ALIVE!



RUN

 Getting away from the shooter is the top priority
 Leave your belongings
 Help others escape, if possible, but evacuate regardless of whether 

others agree to follow
 Warn and discourage individuals from entering an area where the 

active shooter may be
 Call 911 when you are safe, and describe shooter, location, and 

weapons
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Hide

Your hiding spot should:

 Be protective if shots are fired
 Don’t hide in groups- spread out along walls or hide separately to 

make it more difficult for the shooter
 Select a “hardened” area
 Should not restrict options for movement
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Keep Yourself Safe

 If the shooter is nearby:
 Lock & barricade the door to your safe area
 Hide behind large item (e.g., cabinet, desk)
 Silence your cell phone/pager
 Remain quiet
 Stay in-place until law enforcement arrives at 

your location
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FIGHT

This is an absolute last resort

 Act as aggressively as possible
 Improvise weapons and throw items
 Yell
 Recruit others to help
 Commit to your actions
 Your goal is to completely incapacitate the shooter, 

not just inflict harm

Whether you’re alone or with a  group - you fight to live!
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When Law Enforcement Arrives

 Officers will proceed directly to shooter’s last known location
 Officers will not stop to tend to wounded individuals
 Put down any items you might be carrying 
 Keep your hands visible at all times
 Avoid screaming and yelling
 Do NOT attempt to stop police officers to ask questions
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After incident response 
FOR priory excom

IF A CRITICAL INCIDENT* HAS OCCURRED AT A PRIORY EVENT:

 Determine whether anyone is missing or injured
 Assist anyone who needs help returning home or contacting family members
 Notify one or more of the following:

 Your Deputy Grand Prior
 Grand Security Officer
 Grand Chancellor
 Grand Prior

*Critical incidents are abrupt, powerful events that fall outside the range of normal experiences.
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What is Cybercrime?

 It is a crime where a computer is the object of the crime or is used as a 
tool to commit an offense.

 What are the types of cybercrime to watch for?
 How does that impact me?
 What can I do to protect myself?
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TYPES OF CYBER CRIME 14

 Identity Theft: when a criminal gains access to a user’s personal information 
to steal funds, access confidential information, or participate in tax or health 
insurance fraud

 Virus Dissemination: Malicious software that attaches itself to other 
software usually called a Virus

 Phishing: Hackers sending malicious email attachments or URLs to users to 
gain access to their accounts or computer

 Online Scams: Ads or spam emails that include promises of rewards or offers 
of unrealistic amounts of money



IMPACT OF CYBER CRIME

Cybercrimes have created serious problems for those who use the 
internet:
 Theft of valuable, sensitive medical data from your computer and/or 

smart phones
 Identity theft, as a result of stolen personally identifiable information 

from your computer, costing thousand$ to correct
 Fraudsters hack email accounts, sending fake emails to friends spreading 

false rumors or requesting money
 Break into online banking accounts and attempt unauthorized transfers, 

sometimes draining all money from your account
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Easy Steps to Secure Your Computer

1. Keep up with system and software security updates
Software and security updates can seem like an annoyance, it is important to 
stay on top of them. They often cover security holes. 

2. Have your wits about you
Think twice about opening or clicking on anything that doesn’t look legit

3. Enable a firewall
A firewall acts as a barrier between your computer or network and the internet.

4. Do not to use the same password across all applications. 
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People Over 60 Are
Most at Risk From Scams
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 According to the FTC*, older adults are targeted disproportionately by 
scammers.

 In 2018: people 60+ filed over 256,000 fraud reports, with losses of 
approximately $400 million.

 Median loss for age 60: $600+
 Median loss for age 70: $760+
 Median loss for age 80: $1700+

*Federal Trade Commission report, “Protecting Older Consumers.”



TOP SCAM #1
Knowledge is Power: Understanding the Top Scams

 Beware of Social Security spoofing calls
There’s been a significant uptick in fraudulent telephone calls from people 
claiming to represent the Social Security Administration (SSA).
They may even “spoof” the actual Social Security hotline number (1-800-
772-1213) to appear on the recipient’s phone.

 The Social Security rarely contacts persons by phone unless you have 
ongoing business with them and they never make threats about arrest or 
legal action.
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SCAM #2
 New twist on the grandparent scam (GPs)

(GPs) You receive an unexpected message from someone who claims to be a 
friend or relative. This often happens to grandparents - the caller claiming to 
be their grandson or granddaughter.  The caller says there’s an emergency and 
asks you to send money immediately.

New Twist: Instead of using wire transfer or gift cards, an increasing 
number of older adults are asked to mail cash to the fraudsters.
The scammers ask seniors to divide the bills into envelopes and place them 
in a magazine, then send them via: UPS, FedEx, and the U.S. Postal Service.

DON’T DO ANYTHING UNTIL YOU VERIFY THE INFORMATION
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SCAM # 3

 Computer Tech Support Scams
Con artists call victims and claim to be affiliated with a technology 
company such as Microsoft. They claim that the victim's computer 
has been infected by a virus and persuade the victim to grant them 
remote access to help fix the problem. 

 This scam has a high success rate relative to most other victim-
assisted fraud.
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SCAM # 4
 Impending Lawsuit Scam/Arrest Scam

This fraud entered the top ten list in 2018.
The caller pretends to be from a governmental agency: state, federal, 
local law enforcement or attorney. Says that there is a warrant out for 
your arrest or lawsuit is pending. Gives a brief deadline, often by the 
end of the day. Says if ignored - the police will arrest them or a 
lawsuit will be filed.
The con artist may "spoof" a legitimate phone number, making the 
call appear on Caller ID as if it comes from a real police agency or a 
well known law firm.
This is a twist on the IRS impersonation scam, some con artists 
appear to be turning to the impending lawsuit scam. 
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SCAM # 5

 Romance Scams
Con artists perpetrate "romance scams" on seniors in a couple of ways:

They create profiles on dating sites, seeking to profit financially by 
gaining the trust of a vulnerable older person and exploiting their 
loneliness, getting them to send money to the person with whom they 
believe themselves to be in a relationship. 
Scammers may also create false social media profiles, often 
pretending to be a U.S. soldier. They send friend requests and build 
trust with seniors over the course of weeks or many months, 
promising never to ask for money, but always eventually do.
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SCAM #6
 COAT HOOK SCAM

While these may look like ordinary hooks, they’re

actually meant for a far darker purpose. Notice the double

hooks, which are not usually the standard in coat hooks.  And

the very tiny hole on top. Hidden inside this wall hook is a 

tiny camera that records people in the bathroom, hotel rooms,

and changing rooms.

 Pay attention if a hook is set somewhere in a room that is out of place.

 These wireless cameras can be recorded remotely, and the wireless remote 
control works through walls. 

 Knowledge is power.
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TIPS FOR AVOIDING SCAMS
 Con artists force you to make decisions fast and may threaten you
 Con artists disguise their real numbers, using fake caller IDs
 Con artists sometimes pretend to be the government (IRS - Police) 
 Con artists try to get you to provide them personal information like 

your Social Security number or account numbers 
 Do not give out your credit card number or money, unless you 

initiated the call! 
 Beware of offers of free travel!
 If you receive a suspicious call, hang up!
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DON’T BE A VICTIM

Keep personal information private ... Invest in a 
shredder

Be aware of your surroundings … Pay attention, 
keep your nose out of your phone when walking

Most importantly: Don't let fear of crime keep 
you from enjoying life.  Be a Proud Templar!
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ADDITIONAL INFORMATION
 Grand Priory of the United States web site: SMOTJ.ORG
 For additional information regarding GPUSA security, refer to the 

Manual of the Order: Appendix “S” 
 Active Shooter Response Training is available at: 

https://vividlearningsystems.com/safety-toolbox/active-shooter-
response-training

 Contact the Grand Security Officer: Grandsecurityofficer@Smotj.org
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